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1.  INTRODUCTION 

1. A major development of quantum computing has taken place in the last few years and it 
has become a subject that is attracting considerable attention in the scientific 
community. This attention is related to the enormous advantages of the emergence of a 
quantum computer with high calculation capability to address problems that are difficult 
to solve today, such as those related to logistics, aeronautics, biotechnology, 
pharmacology, etc. 

2. No one has dared to state a date when relevant quantum computing will become reality. 
For a few years, it has been said that this computation will be available in 20-25 years, 
but years has passed and this period does not change. The most optimistic ones consider 
that we could have quantum computing with high computing capability by the end of the 
30’s, but there is no clear evidence of it. 

3. Other aspects of our lives that will be significantly affected by the advances in quantum 
computing, will be those related to security, protection and custody of information. It will 
have such a great calculation power that it will be able to solve most of the mathematical 
problems on which the security of current cryptography is based, rendering it without 
defence, that is, allowing access to confidential information. In other words, 
cryptography as we know it today will no longer achieve its objectives of confidentiality, 
integrity, authentication, and non-repudiation. 

4. In any case, as the protection of information is a complex task that falls within the 
competence of all states and all sectors of society (companies, institutions, users, etc.) it 
is necessary to start taking steps so that, no matter when quantum computing becomes 
a reality (short/medium/long term), society as a whole will be prepared to guarantee the 
protection of information. 

5. It is well known that the security of the most commonly used asymmetric (or public-key) 
cryptosystems today depends on two mathematical problems that are considered 
difficult to solve with the computers currently available and that can be considered as 
pre-quantum problems.  

6. These problems are: the integer factorization problem (IFP) (see Annex A.1), which 
consists in determining the prime factors dividing a given compound integer, and the 
discrete logarithm problem (DLP) (see Annex A.2), which requires determining the power 
(in the case of a multiplicative group) to which the given generator in the group 
concerned should be raised, or the multiple of the generator in the case of the additive 
group. 

7. The first of these two problems is the basis of RSA cryptosystem security 5.[28]; while the 
latter is, in its multiplicative version, the ElGamal cryptosystem 5.[8], and in its additive 
version, the elliptic curve-based cryptosystems 5.[15], 5.[19]. 

8. As already mentioned, both the integer factorization and the discrete logarithm problems 
have been traditionally considered two computationally safe problems, because the 
computational capacity of today's computers requires a sub-exponential runtime to be 
able to break any of them. 

9. However, Peter Shor in 1997, published two quantum algorithms capable of effectively 
breaking both problems, that is, at a polynomial runtime, if a quantum computer with 
sufficient computing power was available 5.[31]. These algorithms cannot be 
implemented in conventional computers and require quantum computers to be 
executed. 
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10. Thus, it can be said that Shor algorithms have shown that today's asymmetric 
cryptography is vulnerable to quantum computing, making it imperative to search for and 
establish new asymmetric systems that are invulnerable to this type of computing. In fact, 
if a conventional computer needs  𝑂𝑂 (2 �log𝑛𝑛3

 ) bit operations to break one of these two 
problems, a quantum computer, using the corresponding Shor algorithm, would reduce 
that number of bit operations to 0 (log 3 n) with a memory storage of  0 (log n) bits. 

11. We should bear in mind that the same problems used to ensure the security of 
asymmetric encryption systems are those used to guarantee the reliability of the 
processes of production and verification of electronic signatures. Thus, in general, the 
security of the former is the same as that the latter. 

12. However, in the case of signatures, especially when used for authentication processes, 
they only need to ensure their security until they are verified, which often requires a 
much shorter period of time than that needed to maintain information confidentiality. 
Indeed, if a signature scheme was compromised by a quantum computer, it is very likely 
that the digital certificate with which it was made would have expired and the security of 
the signature would not be compromised. A different situation would be if the signature 
would be valid for several years (as firmware, for instance). 

13. Symmetric (or secret-key) cryptosystems do not seem to be vulnerable to quantum 
computing to date. The best quantum algorithms that attack this type of cryptography 
are Grover 5.[10], 5.[11] and Simon 5.[32] algorithms, that would reduce the calculation 
time required to break them to the square root of the current time. That is, if a quantum 
computer were to be developed with sufficient computing capacity, the security of the 
current symmetric systems would be equivalent to that of the same systems but with 
half-length keys. That is, if a current computer needs 𝑂𝑂(𝑛𝑛) bit operations to break one of 
these symmetric systems, with the Grover algorithm this time would be reduced to a 
𝑂𝑂(√𝑛𝑛 ) bit operations and would require memory storage of 𝑂𝑂(log𝑛𝑛) bits. 

14. So far, there are no news about the existence of a quantum computer with enough 
computing capacity to break the cryptographic protocols currently in use, and everything 
suggests that it will not be available soon; however, in order to anticipate future 
developments that will jeopardize current systems, the Centro Criptológico Nacional 
(CCN) publishes this document in order to raise awareness among cryptography users 
(organizations and companies) of the need to migrate to more robust cryptographic 
systems and resistant to quantum computing (quantum resistant). 

15. We should also take into account that for applications that handle information that needs 
to remain confidential for long periods of time or with high security requirements, this 
migration to new systems is a necessity. Such a need, comes from the paradigm known 
as “store now, decrypt later”, which could be a reality when a relevant quantum 
computer is available. 
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2.  POST QUANTUM CRIPTOGRAPHY 

16. Due to the development of quantum computing and its application to disrupt pre-
quantum cryptographic systems (currently used), for a few years now, the cryptographic 
community has begun researches to propose new cryptographic systems that are 
resistant to such computing. This new cryptography, based on different mathematical 
problems from those currently used (such as IFP and DLP), has been called "post-
quantum cryptography" (PQC) or "quantum computing-resistant cryptography" (QR). 

17. Due to the above mentioned threat posed by quantum computing, the NIST (National 
Institute of Standards and Technology), entity responsible for American standardization 
processes, made an international call in November 2016 to select new quantum 
computing-resistant algorithms in order to include them as new standards 5.[22]. In this 
process, the NIST only included asymmetric encryption, Key Encapsulation Mechanism 
(KEM) and digital signature. 

18. The security of the algorithms submitted to this process has been based on mathematical 
problems that are part of the following five areas: 

a) Error-correcting codes (code-based cryptography). 

b) Lattices (lattice-based cryptography). 

c) Hash functions (hash-based cryptography). 

d) Multivariate quadratic polynomials (multivariate quadratic cryptography). 

e) Isogenies on elliptic curves (isogeny-based cryptography). 

19. Having published the candidates who passed the different rounds that are part of the 
final selection process, the NIST published 5.[25]5.[26] the list of selected algorithms in 
July 2022 (while waiting for a fourth round). 

20. These candidates are listed in Table 1 and Table 2. Both tables indicate the areas to which 
the candidates belong and, in parentheses, the corresponding mathematical problems: 
MLWE (Module Learning with Errors, see Annex A.3) and SIS (Short Integer Solution, see 
Annex A.4). 

 

Asimmetric Cryptosystem and KEM Area and mathematical problem 

CRYSTALS-Kyber Structured lattice (MLWE) 
Table 1. KEM candidate selected by the NIST after the third round and associated mathematical 

primitive 
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Digital signature Area and mathematical problem 

CRYSTALS-Dilithium Structured lattice (MLWE) 

Falcon Structured lattice (SIS) 

SPHINCS+ Hash functions 
Table 2. Signature candidates selected by the NIST after the third round and associated mathematical 

primitives 
 

21. The only algorithm selected to date for KEM is CRYSTALS-Kyber [30]; whereas CRYSTALS-
Dilithium [17], Falcon (FAst-Fourier Lattice-based COmpact signatures over NTRU) [27] 
and SPHINCS+ [12] have been selected for signatures. 

22. As shown in Table 1 and Table 2, with the exception of the digital signature SPHINCS+, all 
proposals that passed the third round are lattice-based security. However, the NIST's 
standardization process is not complete, so new proposals are likely to be added to the 
previous ones in the not too distant future. 

23. In fact, the NIST has not completely ruled out other proposals. Another four algorithms 
will therefore be analysed in the fourth round, that is: BIKE (Bit Flipping Key 
Encapsulation) [2], HQC (Hamming Quasi-Cyclic) [1], Classic McEliece [3] and SIKE 
(Supersingular Isogeny Key Encapsulation) [14]. All of them are listed in Table 3. KEM 
candidates to be analysed by the NIST in the fourth round and associated mathematical primitives 

24. . 

 

Asymmetric Cryptosystem and KEM Mathematical Primitive 

BIKE Quasi-cyclic moderate density code 

HQC Hamming quasi-cyclic codes 

Classic McEliece Goppa codes 

SIKE† Isogenies on elliptic curves 

† recent researches have shown that the SIKE algorithm is vulnerable, see paragraph 27 
Table 3. KEM candidates to be analysed by the NIST in the fourth round and associated mathematical 

primitives 
 

25. Both BIKE and HQC are based on structured codes and either of them could be considered 
suitable as KEM for not lattice-based general purposes. It is believed that the NIST will 
select one of these two candidates for standardization at the end of the fourth round. 

26. Although Classic McEliece was proposed as a final candidate in the third round, the NIST 
seems not to consider it as a possible standard at present, as —though safe— it will not 
be likely used due to the large size of its public key. 

27. In addition, despite the fact that at the time of the release of the third-round candidates, 
SIKE was an attractive candidate for the NIST due to its smaller sizes of key and encrypted 
text, it is not expected to be considered in the future. Researchers from the Catholic 
University of Louvain have submitted a paper in which they claim to have found an 
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efficient key-recovery attack for SIKEp434 (security level 1), by using a single core 
processor, in approximately one hour [5]. 

28. On the other hand, the CCN is really interested in the study of key agreement algorithms. 
Therefore, in addition to the CRYSTALS-Kyber selected by the NIST and listed in Table 1, 
it also considers the unstructured lattice-based algorithm FrodoKEM [21]. Regarding its 
security, this algorithm can be considered as a conservative option. More details on this 
recommendation will be provided in section 3.2. 

29. Finally, it is important to note that the NIST will make a new call for digital signature 
algorithms with short signatures and quick verification that are resistant to quantum 
computing. The NIST is expected to seek new signature schemes that are not based on 
structured lattices. 
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3.  CCN RECOMMENDATIONS 

30. The CCN closely follows the publications made by the NIST regarding the establishment 
of new standards that resist quantum computing. In this regard, the CCN, in collaboration 
with other international, and especially European, organizations, carries out its own 
research on the proposed post-quantum algorithms. 

31. There is no doubt about the threat posed to current cryptography by the development 
of quantum computers, which is why it is of the utmost importance for the CCN that the 
Spanish cryptographic community, as well as the industry, organizations and companies, 
begin to prepare, as soon as possible, to prevent or at least counter such a threat. This 
requires adapting to new developments and taking into account the proposals that go 
beyond the various security filters. For this reason, the CCN recommends taking the 
necessary actions to initiate the migration processes necessary to implement the 
recommended postquantum algorithms to alleviate the adverse aspects of quantum 
computing. These recommendations are outlined below. 

3.1 MIGRATION PLAN 

32. Taking into account the above-mentioned principle of "store now and decrypt later", it is 
necessary to develop a migration plan which should include the following points: 

• Determine what information must remain secured and for how long. 

• Do an inventory of products and cipher machines that are being use to protect my 
information and assets. 

• Rigorously analyse whether or not such products and cipher machines resist 
quantum computing. 

• Establish a migration plan to hybrid solutions (see Section 3.6). 

• Decide what new products do I need, and how much time I need to purchase and 
deploy them. 

• Determine how much time I have available (see Mosca’s Theorem in ANNEX B). 

3.2 KEY ENCAPSULATION MECHANISMS 

33. As mentioned above, the CCN currently has a greater interest in key encapsulation 
algorithms (KEM) than in signature algorithms. In particular, the CCN, like other 
European security agencies, has not abandoned the FrodoKEM algorithm, based on 
the LWE problem defined on lattices, which is included in Tabla 4. 

 

Asymmetric Cryptosystem and KEM Mathematical primitive 

CRYSTALS-Kyber Structured lattice (MLWE) 

FrodoKEM Unstructured lattice (LWE) 

Tabla 4. KEM algorithms recommended by the CCN and associated mathematical primitives 
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34. We should remember that FrodoKEM was included by the NIST in the third round as an 
alternative algorithm and not as a final one, having been discarded on the third round 
[23]. 

35. The reasons cited by the NIST for its decision on FrodoKEM are primarily based on its 
lower performance than other lattice-based algorithms. 

36. It is accepted that this lower performance is due to the fact that FrodoKEM does not use 
any additional mathematical structure (plain LWE) as opposed to other lattice-based 
algorithms, such as defining a ring (RLWE) or a modulus (MLWE) underlying structure. 
This lack of structure makes FrodoKEM the most conservative security option, hence the 
CCN maintains it as an algorithm for KEM. 

37. The additional structures mentioned (ring or module) offer the advantage that the 
algorithms based on them are more efficient in performing their computations and 
require smaller keys. However, the existence of such an underlying structure could be 
the cause of attacks against the algorithms that use them. In fact, this view, shared by 
some European security agencies, seems to be somewhat endorsed by the NIST itself, 
which considers FrodoKEM to be a kind of conservative back-up algorithm in the case of 
attacks against structured lattice-based algorithms. 

38. Obviously, the CCN also considers the NIST selected KEM, i.e. the CRYSTAL-Kyber 
presented in Table 1, as authorized, while taking into account the result of the fourth 
round in which the KEMs shown in Table 3. KEM candidates to be analysed by the NIST in the 
fourth round and associated mathematical primitives 

39.  are considered, i.e. BIKE, HQC and Classic McEliece. 

40. In addition to other recommended mechanisms, the above mentioned algorithm, with 
its corresponding parameters, is included in the Guide of Cryptographic Mechanisms 
Authorized by the CCN [6]. 

3.3 DIGITAL SIGNATURES 

41. The CCN also recommends the signatures selected by the NIST after the third round, i.e. 
CRYSTALS-Dilithium, Falcon and SPHINCS+. These signatures are listed in Table 5. 

 

Digital signature Mathematical primitive 

CRYSTALS-Dilithium Structured Lattice (MLWE) 

Falcon Structured Lattice (SIS) 

SPHINCS+ Hash functions 

Table 5 CCN-recommended signature schemes and associated mathematical primitives 
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3.4  HASH-BASED SIGNATURES FOR FIRMWARE UPDATES 

42. One type of algorithm that has not been considered in the call made by the NIST is 
stateful hash-based digital signature methods. This is probably justified because the 
security offered by these algorithms has been studied at length and they are considered 
safe in quantum computing. However, it is known that although there are some 
disadvantages, such as that only a limited number of signatures can be made, they are 
particularly suitable for signing firmware updates, because they last longer than the usual 
signatures and the number of signatures to be generated, given a key, is limited. 

43. Such algorithms are known as the Leighton-Micali Signature or LMS (Leighton-Micali 
Signature) [18] and the extended Merkle Signature Scheme or XMSS [4] [13] and have 
been standardized by the IETF (Internet Engineering Task Force). The NIST also released 
the Special Publication SP800-208 adopting these standards [24]. 

44. The CCN recommends the immediate use of the XMSS scheme for firmware upgrade, as 
shown in Table 6. 

 

Signature for firmware Mathematical primitive 

XMSS Stateful hash functions 

Table 6. Firmware signing scheme recommended by the CCN and associated mathematical primitive 

3.5 KEY LENGTHS FOR SYMMETRIC ALGORITHMS AND HASH 
FUNCTIONS 

45. As mentioned above in Section 1. , symmetric encryption algorithms are considered less 
vulnerable to quantum computing than asymmetric ones, since the threat posed so far is 
that, if there is a quantum computer with sufficient computing capacity, the security they 
provide would be equivalent to that of the same algorithm whose key was half the 
original length. 

46. For this reason, the recommendation is to use algorithms with keys of at least 256 bits, 
since such security, in the presence of a quantum computer, would be equivalent to that 
of the same algorithm with a 128-bit key, which is currently considered acceptable. 

47. Therefore, the use of symmetric algorithms, type AES, with 256-bit keys, and especially 
in cases where data protection is important, is recommended. 

48. Similarly, the use of hash functions of less than 256 bits is not recommended. Therefore, 
the recommended hash functions are those of the SHA2 and SHA3 families that are larger 
than 256 bits. 

49. Table 7 lists the symmetric algorithms and hash functions recommended by the CCN 
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Algorithms Key/hash length 

AES 256 

SHA2 
256 
384 
512 

SHA3 
256 
384 
512 

Table 7. Symmetric algorithms recommended by the CCN and corresponding key lengths and hashes. 

 

3.6 HYBRID SOLUTIONS 

50. Given that post-quantum cryptographic algorithms in the process of standardization are 
relatively new, it is clear that they will require a long-term analysis to ensure they are 
secure. In addition, attacks against them have been published in recent years, which 
mainly exploit errors in their implementations and side-channel or fault-inducing attacks. 
For these reasons, the recommendation to use hybrid solutions should be considered, 
i.e. combining simultaneously post-quantum algorithms with pre-quantum ones. 

51. In other words, a “hybrid solution” consists in building a solution that combines pre-
quantum (current) and post-quantum primitives, in order to obtain both traditional 
cryptographic guarantees and those offered by solutions resistant to quantum computing 
[16]. 

52. Another additional advantage of hybrid solutions is that they facilitate the development 
of crypto-agile solutions (see Section 3.7). Indeed, if one of the solution’s algorithms were 
to be vulnerable, it would be easily replaced by another of its family. 

53. On the other hand, it is clear that hybridization is not a permanent solution. In fact, it is 
an intermediate step in the migration from current to post-quantum cryptography since 
as time goes by, PQC will become an increasingly reliable solution. 

54. As an example, in key encapsulation mechanisms, the outputs of both algorithms are sent 
to a Key Derivation Function (KDF) to produce the key for symmetric encryption (See 
Figure 1). 
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Figure 1. Hybrid solution for key exchange as a transitional measure 

 
55. In addition, the use of hybrid solutions sometimes requires tuning the cryptographic 

protocols currently in use. In fact, there are already recommendations in this regard for 
the Transport Layer Security (TLS) [33] and IKEv2 (Internet Key Exchange) [9][34] 
protocols. 

56. The CCN recommends the use of hybrid solutions as soon as possible. 

3.7 CRIPTO-AGILITY 

57. The concept of «crypto-agility» or cryptographic agility is the ability of a security system 
to rapidly switch to new encryption mechanisms in the event of vulnerabilities or threats 
to the algorithms commonly used by that system. 

58. The idea behind this concept is a rapid adaptation to new cryptographic standards so that 
it does not entail major changes in the infrastructure used. It should be noted that this 
change might lead to important decisions. If such situation arises, an organization must 
be able to quickly switch to a different encryption method to minimize damages. This 
process includes changing cryptographic algorithms, security keys, certificates and other 
cryptographic technologies. 

59. Therefore, crypto-agility not only encourages the development and evolution of the 
system, but also acts as a security measure or incident response mechanism. 

60. It is possible that new attacks against the cryptographic systems currently used will be 
published, and that a quantum computer with sufficient computing capacity will be 
available to break the current cryptosystems. This is why crypto-agility becomes more 
important and special attention must be paid to the cryptographic mechanisms used, so 
that they are flexible enough to allow them to react quickly and mitigate the threats of 
new developments and to ensure the necessary level of security. 

61. In sum, crypto-agility should become a design criterion for new products, regardless of 
the state of development of quantum computers. 
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3.8 RECOMMENDED TRANSITION ROADMAP 

62. In the light of the previous comments, it seems appropriate to establish a transition 
roadmap for carrying out the recommended actions so that the shift from pre-quantum 
to post-quantum cryptography takes place following a gradual transition. 

63. The recommended transition should follow the following steps: 

 
64. More precisely, the actions in each of the phases are as follows: 

• Phase 1: As discussed in Section 3.4, the CCN recommends the immediate use of 
XMSS scheme for firmware update (see Table 6). 

• Phase 2: Section 3.6 highlights the importance of using hybrid solutions to combine 
pre-quantum primitives with post-quantum ones in order to obtain the proven 
security guarantees provided by the former, in addition to those provided by the 
latter. These guarantees would be aligned with the advantages of crypto-agility 
discussed in section 3.7. This second phase should be initiated as soon as possible, 
using the algorithms recommended by the CCN and mentioned in this document, 
either KEM (see Tabla 4), digital signature (see Table 5), hash-based signatures for 
firmware updates (see Table 6) or symmetric (see Table 7). This phase is expected 
to last until 2025. 

• Phase 3: The hybridization process will be enhanced so that the post-quantum 
algorithms recommended by the CCN are added to the secure algorithms of pre-
quantum cryptography. In this sense, it is likely that the algorithms already 
commented in phase 2 will be strengthened, while some of the algorithms that are 
being analysed in the fourth phase called by NIST can be considered (see Table 3. 
KEM candidates to be analysed by the NIST in the fourth round and associated mathematical 
primitives 

• ). This phase will not probably start until 2030. 

• Phase 4: At this stage, the algorithms recommended by the CCN should be widely 
adopted and implemented, abandoning hybrid solutions as far as possible. This 
phase will not probably start until 2030. 

65.  Figure 2 shows the recommended timetable for implementing the above-mentioned 
phases. 

• Immediate use of hash-based signatures for firmware updates.PHASE 1
• Use of hybrid solutions to provide greater defence to pre-quantum 

cryptography.PHASE 2
• Use of hybrid solutions with the security guarantees provided by 

post-quantum cryptography.PHASE 3
• Adoption of post-quantum cryptographic algorithms considered 

resistant to quantum computing.PHASE 4
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Figure 2. Recommended transition roadmap for the transition of pre-quantum to post-quantum 

cryptography 
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 MATHEMATICAL PROBLEMS 

66. This annex contains definitions of the mathematical problems underlying the security of 
certain cryptosystems mentioned in this document, as well as other mathematical 
aspects considered appropriate for the readers’ convenience.  

 INTEGER FACTORISATION PROBLEM (IFP) 

67. The mathematical problem underlying the security of one of the most widely used public 
key cryptosystems in use today (RSA) is the integer factorisation problem [7], [29]. 

68. The Fundamental Theorem of Arithmetic is well known, which states that every 
composite number n ≥ 2 admits a single factorisation as a product of powers of primes: 

𝑛𝑛 = �𝑝𝑝𝑖𝑖
𝑒𝑒𝑖𝑖

𝑘𝑘

𝑖𝑖=1

=  𝑝𝑝1
𝑒𝑒1 •   𝑝𝑝2

𝑒𝑒2 • … • 𝑝𝑝𝑘𝑘
𝑒𝑒𝑘𝑘 

69. Being the 𝑝𝑝𝑖𝑖  different primes and each 𝑒𝑒𝑖𝑖 a positive integer. The following problem arises 
from this theorem: 

Definition 1  
The «factorisation problem» of a composite integer consists in determining its 
factorisation as product of its prime factors. 

70. Factorisation methods are classified in two groups depending, mainly, on the execution 
time: “General purpose” and “special purpose”. The computation time of general-
purpose ones depend only on the size of the composite number to be factored; whereas 
the latter provide better results, i.e. their computation time improves if the number to 
be factored has special properties. 

71. The group of general-purpose methods include the quadratic sieve and the general 
screening of the numerical field sieve; whereas the group of the special-purpose methods 
include the successive division method, Pollard’s 𝜌𝜌(𝑟𝑟𝑟𝑟) 𝑦𝑦 𝑝𝑝 − 1 methods, the elliptic 
curves method and the general number field sieve screening method. 

72. As a rule, special-purpose methods should be used first when dealing with the problem 
of factoring a composite number, since they are usually more efficient. For this reason, 
one should initially search for the small prime factors of the given composite number 
using, whenever possible, some of the properties of the number. If these methods do not 
provide the desired solution, general-purpose methods can be used. 

 DISCRETE LOGARITHM PROBLEM (DLP) 

73. The "discrete logarithm problem" is a particular case of the general problem of 
calculating logarithms. The logarithm of a in the base b is known to be the number x ∈ ℝ, 
written, 𝑙𝑙𝑙𝑙𝑙𝑙𝑏𝑏𝑎𝑎 = 𝑥𝑥, precisely if x is the power to which the base has to be raised to obtain 
the given number: 𝑏𝑏𝑥𝑥 = 𝑎𝑎 

74. However, when the set of real numbers is replaced by the multiplicative group ℤ∗p, then 
we speak of the discrete logarithm [7], [29]. More precisely, 
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Definition 2 Given a prime number p, a generator g of the multiplicative cyclical group ℤ𝑝𝑝∗   
and an element 𝑎𝑎 ∈ ℤ𝑝𝑝∗  , the problem of the discrete logarithm is to determine efficiently 
the integer 𝑥𝑥 𝑤𝑤𝑤𝑤𝑤𝑤ℎ 0 ≤ 𝑥𝑥 ≤ 𝑝𝑝 − 2 so that 𝑔𝑔𝑥𝑥 ≡ 𝑎𝑎  (𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝), that is, 𝑥𝑥 = 𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑎𝑎(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝). 

75. If the cyclical group is additive, every element of the group G will be a multiple of the 
generator 𝑔𝑔, 𝑔𝑔 + 𝑔𝑔 + ⋯+ 𝑔𝑔 = 𝑘𝑘 ⋅ 𝑔𝑔. Therefore, in this case you have the following 

Definition 3 Given a cyclical additive group G, an element a ∈ G and a generator g, the 
problem of the elliptical logarithm (sometimes called additive discrete logarithm) is to 
efficiently determine the integer x with  0 ≤ 𝑥𝑥 ≤ 𝑝𝑝 − 2 so that 𝑥𝑥 ⋅ 𝑔𝑔 = 𝑎𝑎. 

76. The discrete logarithm problem is the one on which the security of certain cryptographic 
protocols, such as the Diffie-Hellman (DH) key change protocol and the ElGamal encryption 
scheme, is based. The elliptical logarithm problem is the basis of the security of the Diffie-
Hellman analogue key-changing protocol over elliptic curves (ECDH) and elliptic curve-
based encryption schemes (ECC). 

 LEARNING WITH ERRORS PROBLEM (LWE) 

77. The learning with errors problem (LWE) is parametrised by an integer 𝑛𝑛, a prime number 
𝑞𝑞 ≥ 2 and a probability distribution 𝜒𝜒 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 ℤ𝑞𝑞. 

78. Typically 𝜒𝜒  is a normal distribution of mean 𝜈𝜈 and standard deviation 𝛿𝛿: 

𝜒𝜒 = 𝐺𝐺(𝑥𝑥) =
1

𝛿𝛿√2𝜋𝜋
𝑒𝑒𝑒𝑒𝑒𝑒

1
2�
𝑥𝑥−𝜐𝜐
𝛿𝛿 �

2

 

79. A distribution Α𝑆𝑆,𝜒𝜒 of a LWE problem on ℤ𝑞𝑞𝑛𝑛 × ℤ𝑞𝑞  is sampled by choosing uniformly and 
randomly  𝑎𝑎

𝜒𝜒
← ℤ𝑞𝑞𝑛𝑛,    𝑒𝑒

𝜒𝜒
←ℤ𝑞𝑞   and considering as output the pair r (𝒂𝒂, 𝑏𝑏),𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑏𝑏 =

⟨𝑠𝑠,𝒂𝒂⟩ + 𝑒𝑒 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞) 

80. There are two versions of a LWE problem: search and decision. 

81. In the search version of the LWE problem are given m independent samples 
(𝒂𝒂𝑖𝑖 , 𝑏𝑏𝑖𝑖) 𝜖𝜖 ℤ𝑞𝑞𝑛𝑛 × ℤ𝑞𝑞 𝑑𝑑𝑑𝑑Α𝑆𝑆,𝜒𝜒 𝑤𝑤𝑤𝑤𝑤𝑤ℎ  𝑏𝑏𝑖𝑖 = ⟨𝑠𝑠,𝒂𝒂𝑖𝑖⟩ + 𝑒𝑒𝑖𝑖  (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞)𝜖𝜖 ℤ𝑞𝑞  and it is about finding 
the secret vector 𝑠𝑠 𝜖𝜖 ℤ𝑞𝑞𝑛𝑛 𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑚𝑚 > 𝑛𝑛 . 

82. The idea is to determine the value s from m given samples: 

𝑎𝑎1 𝜒𝜒
← ℤ𝑞𝑞𝑛𝑛,    𝑏𝑏1 = ⟨𝑠𝑠,𝑎𝑎1⟩ + 𝑒𝑒1 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞) 

𝑎𝑎2 𝜒𝜒
← ℤ𝑞𝑞𝑛𝑛,    𝑏𝑏2 = ⟨𝑠𝑠,𝑎𝑎2⟩ + 𝑒𝑒2 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞) 

⋮ 

𝑎𝑎𝑚𝑚 𝜒𝜒
← ℤ𝑞𝑞𝑛𝑛,    𝑏𝑏𝑚𝑚 = ⟨𝑠𝑠,𝑎𝑎𝑚𝑚⟩ + 𝑒𝑒𝑚𝑚 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞) 
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83. In the decision version of the LWE problem, the goal is to distinguish between two vector 
pairs 

(𝑎𝑎𝑖𝑖 , 𝑏𝑏𝑖𝑖)  𝑦𝑦 � 𝑎𝑎𝚤𝚤� , 𝑏𝑏𝚤𝚤�� 𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒  𝑎𝑎𝑖𝑖,𝑎𝑎𝚤𝚤�   
𝜒𝜒
← ℤ𝑞𝑞𝑛𝑛 ,   𝑏𝑏𝑖𝑖 = ⟨𝑠𝑠,𝒂𝒂𝑖𝑖⟩ + 𝑒𝑒𝑖𝑖 (𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞)𝜖𝜖 ℤ𝑞𝑞  𝑦𝑦 𝑏𝑏𝚤𝚤�   𝜖𝜖 ℤ𝑞𝑞  

That is, it is a question of deciding, for a given pair of vectors, whether the second vector is 
the scalar product of the first vector by some secret vector, s added with some error, or 
whether the second vector is uniformly random. 

84. In the case where underlying ring structure is considered in the lattice, one speaks of the 
Ring Learning with Errors (RLWE), and if such a structure is the module structure, one 
speaks of the de LWE problem on modules or Module Learning With Errors (MLWE). 

 SHORT INTEGER SOLUTION PROBLEM (SIS) 

85. In the problem of the Short Integer Solution (SIS) are considered 𝑚𝑚 uniformly random 
vectors 𝑎𝑎𝑖𝑖 ∈ ℤ𝑞𝑞𝑛𝑛 that define a matrix 𝐴𝐴 ∈ ℤ𝑞𝑞𝑛𝑛×𝑚𝑚 , and the aim is to find a non-zero vector 
𝑧𝑧 ∈ ℤ𝑚𝑚𝑜𝑜𝑜𝑜 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ∥ 𝑧𝑧 ∥≤ 𝜀𝜀  such that: 

𝐴𝐴 ⋅ 𝑧𝑧 =  �𝑎𝑎𝑖𝑖𝑧𝑧𝑖𝑖

𝑚𝑚

𝑖𝑖=1

= 0 ∈ ℤ𝑞𝑞𝑛𝑛 
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 MICHELE MOSCA’S THEOREM 

86. Mosca’s theorem can be stated in the following terms [20]: 

87. Theorem. Being 𝒙𝒙 the length of time (in years) one needs to keep their confidential data 
secure, 𝒚𝒚 the time (in years) one needs to re-equip existing infrastructure with a quantum 
computing (QR) resilient solution and 𝒛𝒛 the time (in years) that it will take to build a large-
scale quantum computer (or any other relevant advance). Then, if  𝒙𝒙 + 𝒚𝒚 > 𝒛𝒛, we have 
a serious problem. 

 

 
Figure 3. Graphic scheme of the Mosca’s theorem 
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