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1. CriptoCert: Elevator pitch
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2. Presente /
Tendencias




3. Wi-Fi WPA3

«vM@
* Cifrado en transito
 WPA3-Personal: Simultaneous Authentication of Equals (SAE)
* PAKE (Password-Authenticated Key Exchange/Agreement): Dragonfly
 WPA3-Enterprise: 192-bit security mode

e Consistencia criptografica
« AES GCMP-256, HMAC-SHA384, ECDHE/ECDSA 384-bit...

* Wi-Fi Enhanced Open™: Opportunistic Wireless Encryption (OWE)

* Diffie-Hellman (DH): Finite fields or elliptic curve cryptography (FFC or
ECC)

* Wi-Fi Easy Connect™: Wi-Fi Device Provisioning Protocol (DPP)

[CICIN
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4. Adiantum
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Adamantium
Guia CCN-STIC 453G: “Guia practica de seguridad en
dispositivos moviles Android 9” (marzo 2019)

“Introducing Adiantum: Encryption for the Next Billion Users”
https://security.googleblog.com/2019/02/introducing-adiantum-encryption-for.html (Feb 2019)

Cifrado en reposo

Para todos los dispositivos moéviles Android...

e Sin aceleracion criptografica (CPU sin AES): gama baja 7 N
* Android Go, loT (relojes, TVs)... (ARM Cortex-A7) , Adlantum
 Android 9+ & FDE o FBE & 32 o 64 bits ARM B i

* Impacto minimo en el rendimiento con robustez similar (CLCIN



https://security.googleblog.com/2019/02/introducing-adiantum-encryption-for.html

4. Adiantum: Detalles " Adiantum

* Dispositivos moviles actuales (utilizan AES) S

* ARMVS8 Cryptography Extensions o x86-based device with AES-NI

 Tamano plaintext = ciphertext = sector disco (512 6 4.096 bytes)
 Length-preserving: AES-XTS o AES-CBC-ESSIV
 |Imposibilidad de usar AES-GCM o RFC7539 (ChaCha20 y Poly1305)

No hay espacio para almacenar un IV (o nonce) dindmico o MACs (integridad)

 AES-XTS es lento: Velocidad de Adiantum x5 vs. AES-256-XTS (4 KB)

e Cifrado en Android obligatorio por defecto desde Android 6+
* AES con un rendimiento superior a 50MiB/segundo

 Adiantum: hash (NH + Poly1305) & cifrado flujo (XChaChal2) veloces

e Variante para mensajes mas pequenos: HPolyC
https://source.android.com/security/encryption/adiantum
https://github.com/google/adiantum CICIN
https //eprlnt iacr. org/2018/720 pdf S

L. (www.cripto m) All rights ved. Todos los derechos



https://source.android.com/security/encryption/adiantum
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4. Adiantum: Diagrama

 Difusidn: El cambio de 1 bit en el plaintext
cambia todo el blogue de ciphertext

e Hashes: NH & Poly1305
* Nonce para ChaCha

 Tweak: Asegurar que distintos sectores se
cifran de forma diferente Tweak

e ChaChal2in length-preserving mode  32bytes
(HCTR & HCH)

 Unainvocaciéon de AES-256 (16 bytes vs.
4.096 bytes del sector)

 Red de Feistel: las operaciones de cifrado
y descifrado son idénticas y reversibles
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Plaintext
4096 bytes

Aéliantum

4080 bytes

4080 bytes

4096 bytes
Ciphertext
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5. Tendencias: No solo criptografia

Z EURTPOL onm
E i ote Stegosplott SHilsHoS

Exploit Delivery via Steganography and Polyglots

EC3 - SPACE ) by Saumil Shah - saumil at net-square.com, @therealsaumil

June 2015

TL;DR:

B Welcome!

Stegosploit creates a new way to encode "drive-by" browser exploits and deliver them through image files. These payloads are undetectable using current means. This
paper discusses two broad underlying techniques used for image based exploit delivery - Steganography and Polyglots. Drive-by browser exploits are
steganographically encoded into JPG and PNG images. The resultant image file is fused with HTML and Javascript decoder code, turning it into an HTML+Image

S T E G u " l E R u P H polyglot. The polyglot looks and feels like an image, but is decoded and triggered in a victim's browser when loaded.

% < EC3 — — - —~ Hide Android Applications in Images
=eur~PoL £52.... to cybercriminals exploitation

Centre
Axelle Apvrille - FortiGuard Labs, Fortinet
Ange Albertini, Corkami

Initiative under Europol EC3:
BlackHat Europe, Amsterdam, NH

October 2014

£

Recently, various types of information hiding techniques (like steganography) are increasingly utilized by the current malware ,
CCN-STIC-438 Esteganografia

to hide its existence, communication attempts and confidential data exfiltration. This new trend is highlighted by the latest

examples of malicious software that have information hiding capabilities, e.g., Hammertoss, Stegoloader, Regin or Duqu. https://WWW.ccn-cert.cni.es/series-ccn-stic/400-guias-

Criminal Use of Information Hiding (CUIng)

These techniques have been utilized by cybercriminals but were also found useful by spies (e.g., the discovery of the Russian
spy ring in US in 2010) and terrorists (arrest of one of al Qaeda’s members in Berlin with video files containing hidden
information in 2012). Information hiding has been also proved useful as a tool for insiders for sensitive data exfiltration.

generales/115-ccn-stic-438-esteganografia/file.html

~Ww 0
Esteganografia, stegomalware y APTs [‘_/ [‘_/ |N

centro criptolégico nacional
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5. Tendencias: Stegomalware (2019)

@ Eugene Kaspersky @ @e kaspersky - 5 jun. v
Forget about - is the new black for
- cyberespionage and the APT group is here to use it to fly under
radars via
@ Traducir Tweet 25 B <1--1234567890--<body>
26 <table align="center" bgcolor="white" border="0" cellpadding="4" rules="no
27 <tr align="center" bgcolor="white" valign="middle">
28 <td bgcolor="white" align="center" colspan="1" rowspan="1"></td>
29 <td align="center" bgcolor="white" colspan="1" rowspan="1"></td>
30 <td bgcolor="white" align="center" colspan="1" rowspan="1"></td>
31 <td align="center" bgcolor="white" colspan="1" rowspan="l"></td4
32 <td bgcolor="white" align="center" colspan="1" rowspan="1"></td>
33 <td align="centexr" colspan="1" bgcolor="white" rowspan="1"></td>
34 <td bgcolor="white" align="center" colspan="1" rowspan="1"></td>
Zi <td bgcolor="white" rowspan="1" align="center" colspan="1"></td>
36 <td align="center" rowspan="1" colspan="1" bgcolor="white"></td>
27y <td colspan="1" bgcolor="white" align="center" rowspan="1"></td>
Platinum is back 38 </tr>
In June 2018, we came across an upusual set‘ of samplgs spreading 39 </table>
throughout South and Southeast Asian countries targeting diplomatic, gov... ; ) o o ) )
securelist.com 40 <table cellspacing="0" width="100" bgcolor="white" frame="void" align="cen

Ursnif (Feb 2019)
Oceanlotus APT Group (Abril 2019)
ScarCruft group APT (Mayo 2019) :;;;iximego"x/bc’dp
: : 7o) N
Platinum APT Group (Junio 2019) https://securelist.com/platinum-is-back/91135/ [‘_/ [‘_, |N

centro criptolégico nacional
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https://securelist.com/platinum-is-back/91135/

6. Futuro




7. Futuro: Criptografia ligera (1oT)

e Lightweight cryptography (LWC)

e Dispositivos limitados pero interconectados (wireless)
 |oT, redes de sensores, salud, etc.

* Requisitos: AEAD, hashing, disefio (buen rendimiento con poca memoria,

CPU limitada, poca energia, mensajes cortos...), implementacion HW y
SW, resistencia frente a ataques laterales y a fallos, analisis de terceros...
e Algoritmos candidatos (Ago 2018)

e 57 algoritmos propuestos: 56 seleccionados (Round 1)
 https://csrc.nist.gov/Projects/Lightweight-Cryptography/Round-1-Candidates

 Analisis (Nov 2019): fortalezas y debilidades criptograficas, costes de
implementacion, rendimiento, etc.

NIST: Proceso de solicitud, evaluacion y estandarizacion

 https://csrc.nist.gov/projects/lightweight-cryptography [CLCIN

oooooooooooooooooooooooooo

2019 © CriptoCert S.L. (www.criptocert.com) All rights reserved. Todos los derechos reservados.


https://csrc.nist.gov/Projects/Lightweight-Cryptography/Round-1-Candidates
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8. Futuro: Criptografia homomarfica

Computacion de datos cifrados (Outsourcing de computacion junto Privacidad)

C: m, Enc, Dec, f() S: Eval
1| C encrypts his 2 |C sends Enc(m) to store
message m, Enc(m) A > 1ls
3 |C queries, f() evalutes
> f() homo-
6 | C computes m morphically
Dec(Enc(f(m))) = f(m), 5|S returns Enc(f(m))
and recovers f(m) -

PHE — Partially Homomorphic Encryption
SWHE — Somewhat Homomorphic Encryption

HELib - https://github.com/shaih/HElib FHE - Fully Homomorphic Encryption

PALIDASE - https://git.njit.edu/palisade/PALISADE

SEAL - https://www.microsoft.com/en-us/research/project/simple-encrypted-arithmetic-library/ [(\ [(\ IN
4 \

centro criptolégico nacional
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9. Futuro: Computacion cuantica y criptografia

USER FRIENDLY by J.D. "llliad"” Frazer

LAST WEEK. CANADIAN

"WE VIEW THESE MACHINES

COMPANY D-WAVE AS PROBABILITY DISTRIB- WHAT DO YOU
" [E| “WE WANT TOBUILD AN COMPUTERS, ERWIN?

ACTUAL PHYSICAL EMBOD-
IMENT OF A HARD MATH

; M SIMUL-
PROBLEM TANEOUSLY

FOR AND
AGAINST
THEM.
HEH.

COPYRIGNT 22007 2.0, "TIliad™ Frazor WYTP://WWW.USIRFRIENOLY.ORG/

j
ﬂﬁ 24

Exhaustive Crypianalysis of the
- NBS Data Encryption Standard

IBM Q System one (20 qubits)

Q o)

Random Score'

Whitfield Diffie
Q; o) n— — — P and
on [T—I Martin E. Hellman
; :(; 5 . ? | — Stanford University
OEEo e D In 1977, Diffie and Hellman proposed a machine
costing an estimated USS$20 million which could
. . fmd a DES ke |n a 5|n |e da The EfF's US$2507000 DES cracking &1
https://quantumexperience.ng.bluemix.net Y gie day T e o [« [« |N
days — the photo shows a two-sided DES ‘ '
Cracker circuit board fitted with 64 Deep Crack —r '

chips centro criptolégico nacional
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9. Futuro: Computacion cuantica y criptografia

» When will a quantum computer be built?
15 years, $1 billion USD, nuclear power plant
(PQCrypto 2014, Matteo Mariantoni)

» Impact:
Public key crypto
- RSA
= Hhpuco Cutve Ciyplography (L CDSA)
- bate held Cryptography (DSA)
- DPifie-Hellman key exchange

Symmetric key crypto:

+ AES Need larger keys

+ Triple DES Need larger keys

Hash functions:

+ SHA-1, SHA-2 and SHA-3 Use longer output
Timeline

» Fall 2016 - formal Call For Proposals
» Nov 2017 - Deadline for submissions
» 3-5 years - Analysis phase

> NIST will report its findings
» 2 years later - Draft standards ready

» Workshops
- Early 2018 - submitter’s presentations
> One or two during the analysis phase

2019 © CriptoCert S.L. (www.criptocert.com) All rights reserved. Todos los derechos reservados.

Recomendaciones:

- Algoritmos de clave publica (cifrado y firma)

" Criptografia postcuantica

" McEliece, con cdédigos Goppa, n=6960, k= 5413, y t=119
®" NTRU, basado en reticulos, version de Stehlé-Steinfeld
= XMSS (Extended Merkle Signature Scheme)

" SPHINCS-256

- Algoritmos simétricos y autenticacion (simétrica)

Cifrado en bloque: AES-256
Cifrado en flujo: Salsa20, clave de 256 bits

GCM: Galois Counter Mode, nonce de 96 bits, autenticador
de 128 bits

Poly1305, MAC basado en AES

(CICIN

centro criptolégico nacional



10. Conclusiones

* Criptografia clasica

* Criptografia moderna
* Criptografia futura
 Esteganografia

* Certificacion de personas: CriptoCert
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